‘ information security

4 PHASES

OF A RANSOMWARE
INCIDENT RESPONSE PLAN

Responding to a detected ransomware attack should be as simple
as following your response plan. But that means you need a plan
and team in place to make it happen. With the right preparations, a
good incident response plan will get you back to normal operations
as quickly and painlessly as possible.

Using a four-phased approach, you can ensure your organization is
ready for the next ransomware attack.
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9 Containment and Initial Investigation

Now is the time to make sure the attack can’t spread. Don’t be pressured
to get systems back up and running as quickly as possible.
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CONDUCT A THOROUGH INVESTIGATION
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e Forensic Analysis and Response
Most emergency work should Important questions
be done by this phase. to answer:
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parties properly?

Phase length
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FINAL STEP: Finish identifying the root cause of the

incident and build a list of recommendations and
remediations to implement to prevent future incidents.

Cadre can help you build plans for these situations and test your
organization’s capabilities with custom tabletop exercises. Going
through these motions will help you think critically about your
policies and procedures — and identify any gaps that you need to
address. Together, this will help lower your risk and improve your
incident response planning.
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